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COALFIRE SOFTWARE END USER LICENSE AGREEMENT 

COALFIRE SYSTEMS, INC. AND ITS AFFILIATES (“COALFIRE”) ARE WILLING TO LICENSE THE SOFTWARE TO YOU AS THE 
INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE USING THE SOFTWARE (REFERRED TO AS “YOU” OR 
“YOUR”) ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF THIS COALFIRE SOFTWARE 
LICENSE AGREEMENT, ANY AMENDMENTS OR ADDENDA (COLLECTIVELY, THE “LICENSE AGREEMENT”). READ THE LICENSE 
AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU 
AND COALFIRE. BY DOWNLOADING, INSTALLING, COPYING, CLICKING THE “I AGREE” OR “YES” BUTTON, OR OTHERWISE 
INDICATING ASSENT ELECTRONICALLY, OR USING THE SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS OF THE 
LICENSE AGREEMENT. IF YOU DO NOT AGREE TO THE LICENSE AGREEMENT, CLICK THE “I DO NOT AGREE” OR “NO” 
BUTTON OR OTHERWISE INDICATE REFUSAL AND CEASE ANY AND ALL USE OF THE SOFTWARE. 
 
1. DEFINITIONS. Unless otherwise defined in this License Agreement, capitalized terms will have the meaning given below. 
“Affiliate” means an entity controlled by, under common control with, or controlling a party, where control is denoted by 
having (directly or indirectly) more than fifty percent (50%) of the voting power (or equivalent) of the applicable entity.  
 
“Content Updates” means content provided by Coalfire for use with the Software intended to update, including, but not 
limited to, data, signatures, definitions, rules, policies, and URLs used by the Software, and may include content produced 
as a result of Your use of the Software.  
 
“Disabling Code” means computer instructions that alter, destroy, shut down, or inhibit the Software and/or Your 
processing environment, including but not limited to other programs’ data storage and computer libraries, programs that 
self-replicate without manual intervention, instructions programmed to activate at a predetermined time upon a specified 
event, programs that permit unauthorized access to the Software or other software or hardware, and/or programs 
purporting to do a meaningful function but designed for a different function or programs that perform no function other 
than to utilize substantial computer, telecommunications, or memory resources, including without limitation viruses, 
Trojan horses, time bombs, protect codes, data destruction keys, trap doors, and similar codes or devices. Pop-up windows 
that notify You of restrictions or other requirements, but that do not prevent or inhibit authorized Use of the Software 
under this Agreement are not considered Disabling Code. It is agreed that this definition does not include screen lock-out 
features for: (i) unauthorized use of the Software, including use of the Software after any expiration or termination of this 
Agreement or any breach of this Agreement by Customer; (ii) Applications or installations in excess of the number of 
authorized Applications or installations licensed under this Agreement and through the applicable order form(s); (iii) Use 
of an unauthorized copy of the Software; or (iv) unauthorized modifications of the Software, provided that such screen 
lock-out features do not prevent or inhibit Use of the Software as authorized in this Agreement. 
“Documentation” means the user documentation, user manual, and release notes provided for the Software. 
Documentation may be delivered in a text file, printed form, or published on a product Internet page.  
 
“Maintenance” means the Coalfire maintenance option that You have purchased for the Software which may include 
Updates/Upgrades, Content Updates, and Technical Support. The Maintenance option You purchase determines Your 
entitlement to Updates/Upgrades, Content Updates, and/or Technical Support.  
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“Order Confirmation” means an electronic receipt, issued by Coalfire or a Coalfire Affiliate or partner, confirming the 
Software title, version, quantity (based on meter and model), and Maintenance that You have acquired. 
“Personal Data” means the personal data as defined by applicable privacy or data protection legislation and in particular 
the EU Data Protection Legislation, provided by You or collected, processed, retained, disclosed, or used by Coalfire in 
connection with Your purchase and use of the Software and Maintenance. The term “EU Data Protection Legislation” 
means the: (i) General Data Protection Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (“GDPR”); and (ii) to the extent applicable to the Software and 
Maintenance, any other EU or EU Member State data protection laws with respect to the processing of Personal Data 
under this License Agreement. 

 
“Software” means the Coalfire software program, in object code form, accompanied by this License Agreement, including 
any Updates/Upgrades and applicable Documentation.  
 
“Technical Support” includes, but is not limited to, any telephone, online, or knowledge base support provided to You by 
Coalfire or a Coalfire authorized partner. 
 
“Updates/Upgrades” means any generally available update to the Software, including, but not limited to, an 
enhancement, fix or patch, Version Upgrades, and Content Updates delivered as part of Maintenance. “Version Upgrade” 
means any generally available version of the Software that replaces the prior version of the Software pursuant to Coalfire’s 
then-current version upgrade policies and included with Your Maintenance option.  
 
“Use” means to activate the processing capabilities of the Software, or to load, install, configure, execute, access, or 
employ the Software, or display information using the processing capabilities of the Software. 
 
2. TERM; TERMINATION. The term of the software licenses granted under this Agreement shall be either perpetual or 
term-limited (“Subscription License”) as indicated on the Order Confirmation. Maintenance is only for the term indicated 
on the Order Confirmation. Under a Subscription License Your rights to use such Software and any access to Maintenance 
shall end on the date indicated on the applicable Order Confirmation and You shall cease use of the Software and access 
to Maintenance at the end of that term. However, this License Agreement and access to Maintenance shall terminate 
immediately without notice upon Your breach of any material term of this License Agreement. Upon any expiration or 
termination, You shall immediately stop using and uninstall or destroy all copies of the Software. 
 
3. OWNERSHIP/TITLE. Coalfire and/or its licensors retain any and all rights, title and interest in and to the Software and 
any related copies, including all related intellectual property rights. Your rights to the Software shall be limited to those 
expressly granted in this License Agreement.  All rights not expressly granted to You are retained by Coalfire and/or its 
licensors. 
 
4. OPEN SOURCE SOFTWARE. The Software may contain open source components that are made available under 
applicable open source licenses agreements. This License Agreement does not alter any rights or obligations You may have 
under the applicable open source licenses and the disclaimer of warranties and the limitation of liability provisions in this 
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License Agreement shall apply to such open source components. Inquiries regarding open source components in the 
Software, including source code requests pursuant to the applicable open source licenses, must be directed to 
legal@coalfore.com.   

 
5. LICENSE GRANT. Subject to Your compliance with this License Agreement, Coalfire grants to You, a non-exclusive, non-
transferable, non-sublicensable, revocable, limited right to Use (and to allow Your Affiliates and third party consultants the 
right to Use) the Software (i) solely in support of Your internal business operations and solely at the authorized quantity; 
(ii) a reasonable number of copies for internal testing and interoperability activities, and (iii) to make a single archival copy 
of the Software for disaster-recovery purposes. You are responsibility for all actions, including those of your Affiliates and 
third party consultants, in connection with such Use. Certain Software may require registration in order to activate the 
Software. If You fail to complete the registration requirements, the Software features may become inoperable and You may 
be unable to use such features until You have completed registration. Certain Software may be subject to certain activation 
keys, passwords, or other protections issued or controlled by Coalfire. You may not disable, tamper with, or seek to 
circumvent any such protections. In addition to any other remedy that may be available, Coalfire shall have the right to 
suspend or prevent Your access to and Use of the Software if You breach the terms of this License Agreement. The Software 
may be subject to additional Use terms, which are defined in this License Agreement, and include, but area not limited to, 
the use meter and model for the Software, operating system requirements, and/or Use restrictions.    

 

6. THIRD PARTY HOSTING. You may permit a third party host the Software on Your behalf, provided that such third party 
complies with this License Agreement and You remain directly liable to Coalfire for any act or omission by that third party 
as though such act or omission were performed by You.  

 

7. THIRD PARTY PRODUCTS. You acknowledge and agree that Use of the Software requires recommended hardware, 
database, and application server as published in the Documentation. Any recommended third party product is not a part 
of this License Agreement. You are solely responsible for your procurement, choice, and use of third party product. Coalfire 
will not provide Technical Support for Use with third party products that are not recommended in the Documentation.     
 
8. LICENSE RESTRICTIONS. You may not, either directly or indirectly, do any of the following: (i) Use, reproduce, publish, 
distribute, modify, rent, lease, sublease, sublicense, assign or transfer the Software except as expressly provided in this 
License Agreement; (ii) Create any modifications or derivative works of the Software; (iii) Reverse-engineer, disassemble, 
or attempt to derive the source code of the Software; (iv) Decompile the Software except and only to the extent described 
below; (v) Modify, block, circumvent, or interfere with any authentication, license key, or security measures in the 
Software; (vi) Use the Software on behalf of a third party such as for a service bureau, facility management, timeshare, or 
service provider; or (vii) Use a later version of the Software other than the version governed by this License Agreement 
unless You have separately acquired the right to use such later version and received an Order Confirmation. If the Software 
is embedded, incorporated, or loaded onto a hardware appliance when delivered or made available for download to 
designated hardware, then the license is restricted to use solely on that hardware. As an exception to the restrictions in 
Section 8 (iv) above, You may decompile the Software only when expressly permitted by law and when essential to achieve 

mailto:legal@coalfore.com
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interoperability of the Software with another software program, provided You have first asked Coalfire to provide the 
information necessary to achieve such interoperability and Coalfire has not reasonably made such information available. 
You may not disclose to a third party any information supplied by Coalfire or obtained by You as a result of decompilation 
or use any such information to create software that is substantially similar to the Software. Requests for such information 
should be directed to support@coalfire.com . 
 
9. MAINTENANCE; TECHNICAL SUPPORT. Coalfire has no obligation under this License Agreement to offer a Maintenance 
option for the Software.  
9.1 Maintenance and Renewals. Maintenance is made available only for the specific Software, for the quantity, and 
Maintenance term stated in the applicable Order Confirmation. You must acquire the same Maintenance option for the 
aggregate quantity of the corresponding Software title. Maintenance purchased for a certain Software title, may not be 
used for a different Software title. Maintenance must be continuous and renewed before the end of the current term, 
otherwise, to acquire current Maintenance, You will be required to pay the applicable fees from the end of the most 
recent valid term to the start date of the new term and You may be subject to additional costs in accordance with Coalfire’s 
policies, such as administrative and reinstatement costs. Maintenance must be purchased and renewed for the aggregate 
quantity for the Software as indicated in all applicable Order Confirmations. You must submit to Coalfire Customer Care, 
in writing, any request for a reduction in any Maintenance renewal quantity. You may be permitted, in Coalfire’s or its 
Affiliates sole discretion, to order Maintenance or renewal Maintenance at a quantity less than the aggregate quantity for 
the Software. To renew Maintenance for any Software for which the aggregate renewal requirement was previously 
waived, You may be required to pay Maintenance fees to cover the waived period before You may purchase current 
Maintenance. Any use of Maintenance without a valid Order Confirmation is deemed a breach of this License Agreement. 
Any Maintenance option purchased for the Software is subject to then-current published Maintenance and renewal, and 
end-of-life policies, published at https://www.coalfire.com, or successor URL. 
9.2 Content Update Rights and Restrictions. You are granted the right to receive and use Content Updates as and 
when they are made generally available, for the Maintenance term, and only for the quantity, indicated on the applicable 
Order Confirmation(s). This License Agreement does not otherwise give You the right to obtain or use Content Updates, 
and any unauthorized access to or use of Content Updates is deemed a breach of this License Agreement. Upon expiration 
or termination of the Maintenance Term, You must uninstall any Software component that facilitates the receipt of 
Content Updates and use of Content Updates after expiration or termination of the Maintenance term is a material breach 
of this License Agreement.   
9.3. Software Updates/Upgrades Rights and Restrictions. Software Updates/Upgrades may only be obtained for the 
quantity indicated in the applicable Order Confirmation(s). Any Software Updates/Upgrades to an existing license do not 
modify or alter Your authorized quantity. If You are permitted to transfer your licenses to a different Software title, then 
You may receive a new Order Confirmation on the condition that You cease using the replaced Software prior to use of 
such replacement Software. Software Updates/Upgrades are subject to the then-current version of this License 
Agreement.  
 
9.4 Technical Support. During any term for which you have purchased Technical Support with the Software, Technical 
Support will be performed in accordance with the published terms and conditions and technical support policies published 
at: www.coalfire.com/agreements/techsupport , or successor URL.  

mailto:support@coalfire.com
https://www.coalfire.com/
http://www.coalfire.com/agreements/techsupport
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9.5 Disabling Code. Coalfire represents and warrants that it has taken reasonable steps to test the Software licensed 
pursuant to this Agreement for Disabling Code and the Software is free from Disabling Code as of the date of delivery to 
You, including versions delivered as part of Maintenance.  

 
10. LIMITED WARRANTY. Subject to Your compliance with the terms of this License Agreement, Coalfire warrants that the 
Software, as delivered by Coalfire, and when used in accordance with the Documentation, will substantially conform to 
the Documentation for a period of ninety (90) days from delivery. If the Software does not comply with this warranty and 
such non-compliance is reported in writing by You to Coalfire within the ninety (90) day warranty period, Coalfire will 
arrange for one of the following remedies, selected at Coalfire’s sole reasonable discretion: (i) repair the Software, (ii) 
replace the Software with software of substantially the same functionality, or (iii) terminate this License Agreement and 
refund the relevant license fees paid for such non-compliant Software. The above warranty specifically excludes defects 
resulting from accident, abuse, unauthorized repair, modifications or enhancements, or misapplication. THE FOREGOING 
IS YOUR SOLE AND EXCLUSIVE REMEDY FOR COALFIRE’S BREACH OF THIS WARRANTY.  
 
11. WARRANTY DISCLAIMERS. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE WARRANTIES SET 
FORTH ABOVE ARE YOUR EXCLUSIVE WARRANTIES AND ARE IN LIEU OF ALL OTHER WARRANTIES, WHETHER EXPRESS 
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY 
QUALITY, FITNESS FOR A PARTICULAR PURPOSE, AND NONINFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. 
COALFIRE MAKES NO WARRANTIES OR REPRESENTATIONS THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR 
THAT OPERATION OR USE OF THE SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE. YOU MAY HAVE OTHER 
WARRANTY RIGHTS, WHICH MAY VARY FROM STATE TO STATE AND COUNTRY TO COUNTRY. 
 
12. LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND REGARDLESS OF 
WHETHER ANY REMEDY SET FORTH IN THIS LICENSE AGREEMENT FAILS OF ITS ESSENTIAL PURPOSE, IN NO EVENT WILL 
COALFIRE OR ITS LICENSORS, RESELLERS, SUPPLIERS OR AGENTS BE LIABLE TO YOU FOR (i) ANY COSTS OF PROCUREMENT 
OF SUBSTITUTE OR REPLACEMENT GOODS AND SERVICES, LOSS OF PROFITS, LOSS OF USE, LOSS OF OR CORRUPTION TO 
DATA, BUSINESS INTERRUPTION, LOSS OF PRODUCTION, LOSS OF REVENUES, LOSS OF CONTRACTS, LOSS OF GOODWILL, 
OR ANTICIPATED SAVINGS OR WASTED MANAGEMENT AND STAFF TIME; OR (ii) ANY SPECIAL, CONSEQUENTIAL, PUNITIVE, 
INCIDENTAL OR INDIRECT DAMAGES WHETHER ARISING DIRECTLY OR INDIRECTLY OUT OF THIS LICENSE AGREEMENT, 
EVEN IF COALFIRE OR ITS LICENSORS, RESELLERS, SUPPLIERS OR AGENTS HAS BEEN ADVISED SUCH DAMAGES MIGHT 
OCCUR. IN NO CASE SHALL COALFIRE’S LIABILITY EXCEED THE FEES YOU PAID FOR THE SOFTWARE GIVING RISE TO THE 
CLAIM. NOTHING IN THIS LICENSE AGREEMENT SHALL OPERATE SO AS TO EXCLUDE OR LIMIT COALFIRE’S LIABILITY TO 
YOU FOR DEATH OR PERSONAL INJURY ARISING OUT OF NEGLIGENCE OR FOR ANY OTHER LIABILITY WHICH CANNOT BE 
EXCLUDED OR LIMITED BY LAW. 
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13. CONFIDENTIAL INFORMATION. “Confidential Information” means, for purposes of this License Agreement, the non-
public information provided by a Party (“Discloser”) to the other Party (“Recipient”) related to the relationship between 
the Parties, provided that such information is: (a) identified  or marked as confidential at the time of disclosure by the 
Discloser, or (b) if the initial disclosure is not in written or other tangible form, the Confidential Information will be so 
identified at the time of disclosure and reduced to written or other tangible form, appropriately marked and submitted 
by the Discloser to the Recipient as soon as reasonably practicable thereafter, but no later than thirty (30) days after 
disclosure. Confidential Information of Coalfire shall include product architecture, product research and development 
plans, non-public financial data and roadmaps, whether marked as confidential or not. The Recipient may use the 
Confidential Information that it receives from the Discloser solely for the purpose of performing activities contemplated 
under this License Agreement. For a period of five (5) years following the applicable date of disclosure of any Confidential 
Information, the Recipient will not disclose the Confidential Information to any third party. The Recipient will protect it by 
using the same degree of care, but no less than a reasonable degree of care, to prevent the unauthorized use, 
dissemination or publication as the Recipient uses to protect its own confidential information of a like nature. The 
Recipient may disclose the Confidential Information to its Affiliates, agents and subcontractors with a need to know in 
order to fulfill the purpose of this License Agreement, under a nondisclosure agreement at least as protective of the 
Discloser’s rights as this License Agreement. This Section imposes no obligation upon the Recipient with respect to 
Confidential Information which: (i) is or becomes public knowledge other than by breach of this License Agreement; (ii) 
was in the Recipient’s possession before receipt from the Discloser and was not subject to a duty of confidentiality; (iii) is 
rightfully received by the Recipient without any duty of confidentiality; (iv) is disclosed generally to a third party by the 
Discloser without a duty of confidentiality on the third party; or (v) is independently developed by the Recipient without 
use of the Confidential Information. The Recipient may disclose the Discloser's Confidential Information as required by 
law or court order provided: (x) the Recipient promptly notifies the Discloser in writing of the requirement for disclosure, 
if legally permissible; and (y) discloses only as much of the Confidential Information as is required. Each Party will retain 
all right, title and interest to such Party’s Confidential Information. The Parties acknowledge that a violation by the 
Recipient of its obligations with respect to Confidential Information may cause irreparable harm to the Discloser for which 
a remedy at law would be inadequate. Therefore, in addition to any and all remedies available at law, the Discloser will be 
entitled to seek an injunction or other equitable remedies in all legal proceedings in the event of any threatened or actual 
violation of any or all of the provisions. 

14. PROCESSING OF PERSONAL DATA.  You acknowledge and agree that Coalfire will process Personal Data as part of the 
provision of the Software and Maintenance in accordance with, and for the purposes defined in the Coalfire Global Privacy 
Statement available at www.coalfire.com/privacy. To the extent that EU Data Protection Legislation applies to the 
processing activities involved in the provision of Software and Maintenance, the terms and definitions laid down in said 
EU Data Protection Legislation as well as in the Data Processing Addendum available at www.coalfire.com/privacy shall 
apply. As a Processor, Coalfire shall only process Personal Data on Your behalf in accordance with the terms of the Data 
Processing Addendum as mentioned above. “Aggregate/Anonymous Data” means: (i) data generated by aggregating 
Client data with other data so that results are non- personally identifiable, and (ii) learnings, logs and data obtained by 
Coalfire in connection with its provision of the Software. You agree that Coalfire may generate Aggregate/Anonymous 
Data, and notwithstanding anything to the contrary herein, the parties agree that Coalfire may use Aggregate/Anonymous 
Data derived from Client’s use of the Software (in a de-identified manner), including indicators of compromise, malware, 
anomalies, or other information that may be found as part of, or related to the performance of the Software for the 
purposes of gathering and compiling security event log data to look at trends and real or potential security threats, 

http://www.coalfire.com/privacy
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improving and developing Coalfire’s products and services, preparing and distributing statistical reports related to security 
trends and data patterns, internal research, and for providing general cybersecurity related services. 
 
15. VERIFICATION. No more than one (1) time per calendar year, Coalfire may conduct a verification of Your records to 
confirm the quantity of Your use and compliance with license restrictions under this License Agreement. Upon thirty (30) 
days’ written notice, You agree to provide Coalfire with information reasonably required to support this verification.  
Coalfire may review of Your records and analysis of data which Coalfire may collect, retain, process, disclose and use in 
connection with Your use of the Software. Reviews will be i) at Coalfire’s expense, and ii) during Your normal business 
hours. Coalfire may engage a third-party to complete the verification. Neither Coalfire nor any third-party will require 
direct access Your computing systems. Coalfire will provide You with a verification report with details on any non-
compliance and the corresponding purchase required to resolve any non-compliance. You agree to contact Your reseller 
or Coalfire within thirty (30) days of receipt of the verification report to receive a quote and complete the required 
purchase. Coalfire will require the order to include, as applicable, Software license fees, new and lapsed Maintenance 
fees, reinstatement costs, and interest. Lapsed Maintenance or excess subscription fees will be calculated at a minimum 
of one (1) year, unless an accurate deployment period can be determined. Interest is at the rate of one and one-half 
percent (1 1⁄2%) per month or the highest interest rate allowed by law, whichever is lower, from the date on which any 
amount became due. Previously agreed upon discounts will not apply to compliance orders.  
 
16. SOFTWARE EVALUATION. If the Software is provided to You for evaluation purposes Section 5 (License Grant) is 
replaced with the following terms and conditions. Coalfire grants to You a non-exclusive, temporary, royalty-free, non-
assignable license to use the Software solely for internal non-production evaluation subject to the applicable Use Rights 
Supplement. Such evaluation license shall terminate (i) on the end date of the pre-determined evaluation period or (ii) 
sixty (60) days from the date of Your initial installation of the Software, if no such evaluation period is pre-determined 
(“Evaluation Term”).  You are solely responsible to take appropriate measures to back up Your system and take other 
measures to prevent any loss of files or data. The Software may contain an automatic disabling mechanism that prevents 
its use after a certain period of time. Upon expiration of the Evaluation Term, You must cease use of the Software and 
uninstall or destroy all copies of the Software. Coalfire shall accept no liability for Your use of the Software for evaluation 
purposes. All other terms and conditions of this License Agreement shall otherwise apply to Your evaluation of the 
Software. THE SOFTWARE MAY NOT BE TRANSFERRED AND IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. THE 
SOFTWARE DOCUMENTATION IS PROVIDED FOR THE PURPOSE OF DESCRIBING THE SOFTWARE; COALFIRE DISCLAIMS ANY 
REPRESENTATIONS, WARRANTIES, OR OTHER COALFIRE COMMITMENTS, OBLIGATIONS, OR LIABILITIES, IN SUCH 
SOFTWARE DOCUMENTATION. 
 
17. U.S. GOVERNMENT COMMERCIAL LICENSE RIGHTS. The Software and accompanying documentation is deemed to be 
“commercial computer software” and “commercial computer software documentation” respectively, as defined in DFARS 
Section 227-7202 and FAR 12.212 as applicable. Any use, modification, reproduction release, performance, display or 
disclosure of the Software by the U.S. Government shall be solely in accordance with the terms of this License Agreement, 
and except as otherwise explicitly stated in this License Agreement all provisions of this License Agreement shall apply to 
the U.S. Government. 
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• 18. CRITICAL APPLICATIONS. The Software is not fault tolerant and use of the Software is not recommended for on-line 
control equipment in hazardous environments requiring fail-safe performance, such as the operation of aircraft navigation 
or aircraft communications systems, air traffic control, life-support systems, human implantation, nuclear facilities or 
systems, weapons systems, or any other application where failure of the Software could lead to death, personal injury, or 
severe physical or environmental damage. Any use contrary to this disclaimer is at Your own risk and Coalfire is not liable 
for such use.  

 
19. EXPORT REGULATION. The export, re-export, or in-country transfer of the Software is subject to the export laws and 
regulations of the U.S. and other jurisdictions including, but not limited to, the U.S. Export Administration Regulations and 
European Union Council Regulations. The export or re-export of Software in violation of the foregoing laws and regulations 
is strictly prohibited. You agree that you will comply with all applicable export or import control laws and regulations and 
obtain appropriate U.S. and foreign governmental authorizations before exporting, re-exporting, importing, transferring 
or using the Software. The Software may be subject to import, distribution, transfer, or use restrictions for which You are 
solely responsible.  The Software is prohibited for export or re-export to Cuba, Iran, North Korea, Iran, Syria, the Crimea 
Region of Ukraine and to any other country or region subject to trade sanctions. You shall not, directly or indirectly, 
facilitate giving a sanctioned country or entity access to the Software. You represent that You are neither located in, nor 
a resident or national of, any prohibited country or region, and that You are not a sanctioned person or entity named on 
a U.S. or other government list (including lists published by the U.S. Government, European Union, and United Nations). 
You may not export the Software in connection with the use or development of missiles or chemical, biological, and 
nuclear weapons. You may not export the Software to any military entity, or to any other entity for a military purpose, 
unless subject to a valid license. You shall not submit the Software or Documentation to any government agency for 
licensing consideration or other regulatory approval without the prior written consent of Coalfire. 
 
20. INTELLECTUAL PROPERTY INDEMNIFICATION. Coalfire or its Affiliates will defend and indemnify You against any 
claims asserting that the Software infringes any intellectual property right of a third party, and will pay any and all damages 
finally awarded by a court and actually paid by You, or agreed to in a final settlement by Coalfire and attributable to such 
claim. Coalfire’s obligations under this provision are subject to You not having compromised or settled such claim and 
doing the following: (a) notifying Coalfire of the claim in writing, as soon as You learn of it; (b) providing Coalfire with all 
reasonable assistance and information to enable Coalfire to perform Coalfire’s duties under this Section; and (c) allowing 
Coalfire or its Affiliates sole control of the defense and all related settlement negotiations. Notwithstanding the foregoing, 
You may participate at Your own expense in the defense of any such claim with Your own counsel, provided that Coalfire 
or its Affiliates retains sole control of the claim. You have the right to approve any settlement that affirmatively places an 
obligation on You that has a material adverse effect on You other than the obligations to cease using the affected Software 
or to pay sums indemnified under this Section. Such approval will not be unreasonably withheld. If the Software is found 
to infringe, or if Coalfire determines, in Coalfire’s sole opinion, that the Software is likely to be found to infringe, then 
Coalfire will arrange for one of the following remedies (i) obtain for You the right to continue to use the Software; or (ii) 
modify the Software so as to make it non-infringing, or replace it with a non-infringing equivalent substantially comparable 
in functionality; or, if Coalfire determines in its sole opinion that “(i)” and/or “(ii)” are not reasonable, Coalfire may (iii) 
terminate Your rights and Coalfire’s obligations under the Agreement and/or the applicable Agreement with respect to 
such Software, and in such case shall arrange for a refund any unused, pre-paid fees to You for the affected Software. 
Notwithstanding the above, Coalfire will not be liable for any infringement claim to the extent that it is based upon: (A) 
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modification of the Software other than by Coalfire; (B) combination, use, or operation of the Software with products not 
specifically authorized by Coalfire to be combined with the Software; (C) use of the Software other than in accordance 
with this License Agreement; or (D) Your continued use of infringing Software after Coalfire, for no additional charge, 
supplies or offers to supply modified or replacement non-infringing Software. THIS SECTION STATES YOUR SOLE AND 
EXCLUSIVE REMEDY AND COALFIRE’S SOLE AND EXCLUSIVE LIABILITY WITH RESPECT TO CLAIMS OF INFRINGEMENT OR 
MISAPPROPRIATION OF ANY INTELLECTUAL PROPERTY.   
 
20. SURVIVAL. The following provisions of this License Agreement survive termination of this License Agreement: 
Definitions, License Restrictions and any other restrictions on use of intellectual property, Ownership/Title, Warranty 
Disclaimers, Limitation of Liability, Processing Personal Data, Confidential Information, U.S. Government Commercial 
License Rights, Export Regulation, Survival, and General. 
 
21. GENERAL. 
21.1. ASSIGNMENT. You may not assign the rights granted under this License Agreement, in whole or in part and 
whether by operation of contract, law or otherwise, without Coalfire’s prior express written consent. Coalfire may assign 
this License Agreement to any party.  
21.2. GOVERNING LAW; SEVERABILITY; WAIVER. If You are located in North America or Latin America, this License 
Agreement will be governed by the laws of the State of California, United States of America. If you are located in Europe, 
Middle East, Africa or Asia, this License Agreement will be governed by the laws of England and Wales. Such governing 
laws are exclusive of any provisions of the United Nations Convention on Contracts for Sale of Goods, including any 
applicable amendments, and without regard to principles of conflicts of law. If any provision of this License Agreement is 
found partly or wholly illegal or unenforceable, such provision shall be enforced to the maximum extent permissible, and 
remaining provisions of this License Agreement shall remain in full force and effect. A waiver of any breach or default 
under this License Agreement shall not constitute a waiver of any other subsequent breach or default. No person or entity 
other than a party to this Agreement will be entitled to enforce any term of it except as expressly provided in this 
Agreement. 
21.3 CUSTOMER CARE. Should You have any questions concerning this License Agreement, or if You desire to contact 
Coalfire for any reason, please send an email to support@coalfire.com.   
21.4. NO THIRD PARTY BENEFICIARY. Unless otherwise expressly stated in this License Agreement, no provision is 
intended, nor shall be construed, to be for the benefit of any individual or entity other than the parties to this License 
Agreement.  
21.5. ENTIRE AGREEMENT. This License Agreement and items incorporated by reference are the complete and exclusive 
agreement between You and Coalfire relating to the Software and Maintenance and supersede any previous or 
contemporaneous oral or written communications, proposals, and representations with respect to its subject matter. 
Neither party shall rely on any pre-contractual statements or representations not included in this Agreement. This License 
Agreement prevails over any conflicting or additional terms of any purchase order, ordering document, acknowledgement 
or confirmation or other document issued by You, even if signed and returned. This License Agreement may only be 
modified by a mutually agreed upon writing between You and Coalfire, signed by an authorized representative of each 
party. In the event of any ambiguity regarding the interpretation, the parties expressly agree that this License Agreement 
shall not be construed against or in favor of one party over the other party. If this Agreement is translated in any language 

mailto:support@coalfire.com


SOFTWARE END USER LICENSE AGREEMENT 
 

Coalfire Systems, Inc.  | CONFIDENTIAL   Page 10 of 10 
Ver 12152022 

other than the English language, in the event of a conflict between the English language version and the translated version, 
the English language version shall prevail in all respects. 
  
21.6 PRODUCT SPECIFIC USE TERMS. If the Software you have licensed is titled ThreadFix, the recommended 
databases, hardware and application servers are defined at the following link: 
https://denimgroup.atlassian.net/wiki/spaces/T3D/pages/2768405000/Installation+Checklist . The foregoing may be 
amended from time to time to the extent required by a Software Release or Version.  
 

END OF TERMS 
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